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The worst of both worlds
— the problems with the

EMV shift in the US

Don Bush, Kount

On 1 Oct 2015 we saw the anticipated and arguably long overdue EMYV liability
shift in the US. Some 10 years after Western Europe, and 20 years after the tech-
nology was developed, EMV cards (ie, payment cards with a chip to encrypt the
information held on cards) were finally to become the norm for US consumers.

The liability shift meant that if mer-

chants suffered card fraud and they did

not have EMV-enabled card readers

then they would be liable for the costs

of that fraud. It was hoped that this

would encourage merchants to make

the necessary investment in the machin-
ery needed to accept EMV cards.

Prior to the liability shift, the major-
ity of payment cards in the US used the
magstrip to store the card information.
Magstrip technology has its roots in the

Don Bush

Second World War. This venerable,
obsolete technology is easy to hack and
easy to clone. It is very much an analogue
technology in a digital world. And yet it
took the US a surprisingly long time to
ditch the magstrip and adopt the chip.
EMVCo figures from the first quarter of
2014 showed that while 96.33% of all
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card transactions in Europe Zone 1 (all
of Europe save countries in the former
Yugoslavia and former Soviet Union)
were made using encrypted cards — in the
US, this figure was a minuscule .03%.!

What, then, was the tipping point
that led to the US adopting EMV? In
2014, there was a significant number of
high-profile breaches in leading US retail-
ers. Houschold names such as Target,
Michael’s and Home Depot all suffered
damaging data breaches, with millions of
card holders finding their personal details
compromised. Out of the 1,500 reported
breaches in 2014, 1,164 were in North
America, almost 78% of the total num-
ber.? North America truly was the epicen-
tre of the card fraud storm.

It was estimated, prior to the liability
shift, that the total costs of making the
US EMV compliant would be $8.65bn,
a considerable sum of money.> The 2014
breaches clearly convinced US card issuers
that this was, finally, a sum worth paying.
And so in October 2015 the long-awaited
liability shift happened. What has hap-
pened since? Has there been a drop in

fraud? Has it been a success?

Card-present fraud

MasterCard has recently reported a strong
uptake in EMV chip-enabled cards, stat-
ing that as of June 2016, nine in 10 of its
cards in circulation in the US have EMV
chips.# It also announced that one in three
US merchants now have EMV terminals.

In terms of fraud, MasterCard has
released data that show a 54% decrease in
counterfeit fraud costs between April 2015
and April 2016.> This is good news from
MasterCard and is surely indicative that the
roll-out has been a success. But not entirely.

Only one third of merchants have EMV
terminals and the 54% decrease in coun-
terfeit card fraud is only for merchants who
have EMV-enabled payment devices in-
store. For larger merchants who have yet to
adopt this technology, there has been a rise
of 77% in counterfeit card fraud.

What, then, could be causing this?
Where there is a window of opportunity
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fraudsters will take it. And in this situa-
tion the opportunity exists to continue to
carry out counterfeit card fraud. While
MasterCard might be proud of the one in
three merchants who have adopted EMV
payment technology, the fact remains
that two in three do not. This means that
the majority of US merchants are still
open to the same old frauds as before.

Chip and PIN

In Europe, chip-encrypted payment
cards are given a further layer of security
by cardholders having to enter their PIN
on the payment device at the point of
sale. In the US, though, this is still far
from the norm. For the most part, the
authentication of the card holder is still
being done via the signature.

While the addition of the EMV chip in
cards might help prevent the cloning of
card, by not using the PIN it is doing noth-
ing to stop stolen card fraud. A signature is
easy to forge and, as US shoppers will tes-
tify, isn’t always checked as rigorously as it
could be (if at all). So this takes away much
of the power of the technology.

Provided that the PIN is kept secure and
not shared with anyone, it is a very secure
and simple method of in-store authentica-
tion. Without this critical part of the EMV
equation, payment cards are still far less
secure than they could or should be.

There is also a significant amount of
anecdotal evidence that where EMV pay-
ment devices are installed they are still not

being used. This could be down to a lack
of training for staff and a lack of education
for consumers, but it is symptomatic of the
fact that the launch of EMV in the US has
been, at best, half-hearted.

It is to be expected that the PIN part of
the Chip and PIN process will come into
play in the US but this will require more
education both for retail workers and

consumers.

CNP fraud

In the run-up to the EMV liability shift
in the US, fraud experts expected a rise in
card-not-present (CNP) fraud. Drawing
on the example of the UK — where in the
10 years between 2004 (when EMV was
first introduced in the UK) and 2014,
CNP fraud increased by 120% — some-
thing similar was predicted for the US.®

While figures for the past 12 months are
as yet unavailable, there is some evidence
to suggest that the predictions are sadly
coming true. Figures from the end of
Q2 2015 to Q1 2016 (which takes in six
months of post-EMV activity) suggest that
there has been a 137% rise in CNP fraud
in the US.” To understand what this figure
really means, compare it to the UK where,
between 2014 and 2015, there was a 20%
rise in CNP fraud.® Of course, EMV pro-
tocols are well established in the UK.

This triple digit rise in fraud seems to
suggest that, as predicted, fraudsters in
the US are now turning to online fraud

in large numbers as the counterfeit card
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channel is closed off. As more figures are
released from industry and law enforce-
ment bodies, we can confidently expect to
see this trend continue.

We can expect this growth to be global,
too. CNP fraud knows no boundaries
and fraudsters who turn now to online
and CNP fraud will find that they can
use fraudulently obtained card details
around the world. It would be surprising,
to say the least, if the 2016 global fraud
figures did not show a significant spike
that could be directly attributed to the
sudden grown in US-based CNP fraud.

Worst of both worlds

What we have seen with the EMV roll-
out in the US is, in essence, the worst of
both worlds. In Europe, while there was a
considerable increase in card-not-present
fraud (which was also driven by the fact
that online commerce truly took off at the
same time), this was mitigated by a drop
by card-present fraud.

In the US, this is not the case. While
fraud where merchants have EMV-
enabled payment devices has dropped,
it is rising where merchants do not have
them. And given that this, a year after the
liability shift, still represents two-thirds
of all US merchants, this is a deeply con-
cerning trend.

It is the worst of both worlds because
the EMV shift is incomplete and will
remain incomplete for some time to come.
There isn’t so much a gap left for fraud-
sters as a gaping door. Coupled with the
fact that the PIN is still not commonplace
as a method of authenticating face-to-face
sales, we are left with a situation where
card-present fraud is still rising. Couple
this with the sudden spike in CNP fraud
and the outlook for fraud in the US and,

indeed, worldwide, is looking concerning.

No window of opportunity

What, then, is the answer? In the first
instance, the EMV roll-out should be
completed and completed properly, with
no windows of opportunity left open to

Annual fraud losses on UK-issued cards 2006-2015.
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fraudsters. This means that every merchant
should have EMV-enabled payment devices
and authentication should come via some-
thing more robust than signatures. Whether
this is PIN, biometrics or something else is
for another discussion, though.

Second, there has to be a cross-industry
drive towards tightening up online secu-
rity. Banks, issuers, merchants, consumers
and law-enforcement agencies must work
together to stop fraudsters getting access
to personal details and using them.

If we know that we can expect a sig-
nificant rise in CNP coming from the
US then non-US based merchants should
pay special attention to transactions com-
ing from the US. This doesn’t mean, of
course, that all of them should be declined.
But merchants, certainly, should be aware
of where transactions are coming from and
make their decision to decline or accept
with this information in mind.

This isn’t Armageddon and we don’t
wish to be hyperbolic about the threat of
fraud coming from the US. It will take
a concerted and cross-industry effort to
fight it. Yet with the right tools and the
right attitude, this is far from impossible.
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Biometrics

vs passwords:
a modern version of the|

tortoise and the hare

Kamran Siddique, Dongguk University, South Korea; Zahid Akhtar, INRS-
EMT, University of Quebec, Montreal; and Yangwoo Kim, Dongguk University

A popular misconception that biometrics represent the ultimate in authentication
and that passwords are dead is causing a significant setback in digital security.
For more than a decade, people (and, unfortunately, some vendors) have been
promoting this trend with the claim of impregnable digital security. However,
this claim is not only unjustified but has also suppressed core password research.

Alas, no technology is a magic bul-

let for digital security in all situations.
Each security technology has strengths
and weaknesses and there is a need to
recognise the factors that make them
better or more suitable for specific
application scenarios, including being
used alone or in conjunction with other
methods. An analysis of widely adopted
security technologies suggests that the
case for password displacement requires
revisiting, to weigh logical factors over

convenience and commercial interests.

Slow and steady

Since ancient times, we have been declar-
ing the tortoise (or the turtle) as the win-
ner against the hare (or the rabbit), with
the moral ‘slow and steady wins the race’.
Recently, a modern version of the story

has been launched with another perspec-
tive — ie, teamwork, where winning a race
depends on overcoming weaknesses, identi-
fying individual competencies and exploit-
ing their efficiencies and optimal utilisation
to beat the odds.! Although it took several
decades to think differently and bring effi-
ciency into practice, it is still much better
than never doing so. Similarly, the compe-
tition between biometrics and passwords
deserves analytical treatment in order to
achieve efficiency rather than encouraging
misplaced attempts to dislodge passwords
spanning decades.

News of a death in a society is gener-
ally treated as sad news, but interestingly
it always brings excitement in the digital
world, particularly when associated with
passwords. For example, a recent survey
showed that 84% of respondents sup-
ported the elimination of passwords,

; R

9
[~
%
b\

Yangwoo Kim

with 76% preferring alternative authen-
tication solutions, and 59% preferring
fingerprint scanning over passwords.>

Thus, a vital question arises: despite
countless attempts to displace passwords
and overwhelming hatred from the users,
how has password security continuously
cheated death till now? This phenom-
enon is causing a significant setback in
security that needs to be assessed and rec-
tified pragmatically. In particular, exten-
sive experiments are not always needed to
understand such phenomena and alter the
future course to avoid failure.3 However,
a careful formal analysis and reasoned

arguments supported by facts are crucial.

View ahead

Unproven claims about the elimination
of passwords and promoting biometrics
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